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CHARACTERISTICS & PURPOSES OF THE PRIVATE SECURITY INDUSTRY 
 

The Private Security Industry  

The key purposes  of the security industry are to:  

 

¶ Prevent and detect crime and unauthorised activities  

(use of CCTV, presence of uniformed guards, visible security signs)   

 

¶ Prevent and reduce loss, waste and damage   

(protection of life; reduced loss of goods from shoplifting, burglary and 

pilfering; reduced damage to buildings and contents)  

 

¶ Monitor and responding to safety risks  

(controlling site access and egress, performing searches, supervising premises 

evacuati on, responding to emergencies)  

 

¶ Provide personnel & appropriate protection systems for people, property & 

premises  

 

¶ Raise standards in the industry  

 

 

Sectors within the Private Security Industry  

The main purpose of the security industry is to provide personnel and systems to 

protect people, property and premises. It is for this reason that the industry is 

commonly divided into three main sectors:  

 

Manned Services  

This sector includes the provis ion of uniformed or plain clothed 

personnel to commercial, industrial and retail outlets. This also covers 

Cash and Valuables in Transit - CVIT, store detection, door supervision, 

close protection, dog handling, aviation security, maritime security and 

private investigation.  

 

Systems  

The Systems sector comprises intruder alarms, CCTV, fire systems and 

access control systems.  

 

Physical Security  

This sector includes alternative/additional security measures, such as 

locks, grills, barriers. This sector deals with the physical characteristics of 

buildings and how they can be used to enhance the security of 

premises.  

 

 

As a private security operativ e, you will have a role in a significant part of the whole 

industry and this will become clearer as the course progresses. The role of the private 

security operative has changed significantly over time, involving increasing 

responsibilities and the use of technology.  
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The Private Security Industry  Act 2001  

 

 

 

 

The above Act was introduced to try and improve the level of service and 

professionalism provided by companies and personnel working in the private 

security industry.  

 

The main aims of the Act are  to : 

V Raise standards in the private security industry  

V Increase public confidence in the private security industry  

V Increase public safety  

V Remove criminal elements from the private security industry  

V Establish the SIA (Security Industry Authority)  & Establish licensing  

 

 

The Security Industry Authority (SIA)  

The Security Industry Authority (SIA) was set up as an 

independent body by the Government under the 

terms of the Private Security Industry Act. The Act 

gives the SIA the power to enforce a licensing system 

for people working in the private security industry 

across the country.  

 

The SIA has the power to grant and revoke licenses in the various sectors of the 

security industry. From 2004 onwards the SIA have issued licenses to people 

undertaking certain activities.  

 

The SIA are also required to monitor the activities and effectiveness of person s 

carrying our licensable activities. The SIA are able to carry out ôspot-checksõ on 

premises to check that anyone performing a licensable activity is doing so legally .  

 

Individual licensing  

SIA licensing currently covers  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Private Security Industry Act 2001  

 

Security Guarding  

Close Protection  

 

Door Supervision  

 

CCTV Operations  

 

Cash & Valuables in Transit  
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Approved Contractor Scheme  

Under the Private Security Industry Act the SIA are required to 

establish and maintain a register of approved contractors. The 

scheme is voluntary and requires contractors wishing to gain 

approved status to be vetted by the SIA against specific criteria 

such as employment practices. This scheme, which is recognised 

by the police and members of the extended police family, is in 

place to further  raise performance standards  and  increase 

public confidence  in the sector and also to promote continuous 

professional development on a contractor and individual level 

within the industry.  

 

 

 

Standards of Behaviour required of a Security Operative  

Personal Appearance  

(smart presentable attire, meet employer guidelines, carry SIA licence while on duty)  
 

Professional Attitudes & Skills  

(act without discrimination, professionalism, courtesy, personal 

integrity and understanding, moderate language, alertness, 

fitness for work)  
 

General Conduct  

(not accept bribery, never abuse power of authority, not drink 

alcohol or be under the influence of alcohol or un -prescribed 

drugs on duty, comply with employer and regulator codes of 

practice and guidelines)  
 

Organisation/Company Values & Standards  

(adhere to employer standards, procedures and policies; awareness of employer 

culture and values ) 
 

https://www.sia.homeoffice.gov.uk/Documents/sia -standards -of-behaviour.pdf  

 

 

 

Assignment Instructions  

Assignment Instructions (AIõs) are produced by the security company in co -

operation with the client/customer and form part of the contract of services.  
 

The AIõs describe the security operativeõs roles and duties for specific location and 

will outlines actions to take in an emergency including obtaining contact numbers  

 

 

 

 

 

 

 

 

 

 

 

 

https://www.sia.homeoffice.gov.uk/Documents/sia-standards-of-behaviour.pdf
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The Use of CCTV (Closed Circuit Television)  by the Security Operative  

During the course of a security operativeõs duties,  you  may be required to utilise 

CCTV. The benefits of using CCTV can include:  

V Prevents crime.  

V Cuts down on incidents.  

V Reduces costs by not having to employ additional staff.  

V Can provide clear evidence for investigations.  

V Can provide evidence which can be used in a court of law.  

 

The following are some of the basic requirements  of using a 

CCTV system: 

¶ Must be registered.  

¶ Must have a named person who is responsible and 

accountable for its use.  

¶ Must display signs to inform people that CCTV is in 

operation.  

¶ Must not record in private spaces such as toilets.  

 

Furthermore, when using a CCTV system, you must comply  with current data 

protection legislation , this will include:  

¶ When storing data including any recordings  (stored securely, none excessive).  

¶ Restricting access to the system (authorised persons only).  

¶ By using recordings appropriately  (not for social media) . 

 

 

The Limitations of CCTV within the Security Operative Role  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

LIMITATIONS

Privacy Issues

Damage & 
Vandalism

Misuse
Technology 

Vulnerabilities

Cost
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Benefits of linking with Community Safety  Initiatives  

Working with the various private and community crime reduction initiatives in the 

area can go a long way towards helping security operatives to keep their premises 

and clients safe.   

 

This is done by helping to reduce the opportunities for crimes to take place.  
  

Benefits:  

¶ Reduces the opportunity for crime to take place;  

¶ Improves security of vulnerable targets  

¶ Improves the environment  

¶ Removes the means to commit crime  

¶ Increased knowledge to support monitoring activities  

¶ Reduces risk of crime to own employer  
 

Crime reduction initiatives:  

¶ Pub-Watch  

¶ Shop-Watch  

¶ Crime Stoppers   
¶ Cooperating with Local Authority & Police  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Notes:  
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LEGISLATION AS IT APPLIES TO A SECURITY OPERATIVE 

 

Introduction  

The Private Security Operative (PSO) communicates with a wide cross -section of 

society and it is therefore  important that you have a working knowledge of the law. 

You must act and conduct yourself within the  constraints of the law at all times, even 

when under provocation. It is important to  remember that PSOõs are not Police 

Officers; you must ensure that you do not exceed your authority at any time.  

 

You need to be able to recognise when an offence has happened and whether it is 

a CIVIL MATTER or a CRIMINAL OFFENCE (this will be covered in the course materials 

later on) . You will also need to be able to differentiate between indictable offences , 

summary offences  and either -way offences . The police are there to help you in your 

role, especially in public areas or when a crime has been committ ed. You may be 

the first point of contact in a chain of events and the police will look to you to be 

professional in your assessment and actions.  
 

 

The Differences Between Civil & Criminal Law  

The distinction between the two types of law is that they are dealt with by different 

court systems.  

 

 

 

 

 

 

 

 

 

 

 

 

Main features of Civil law:  

A branch of law regulating relationships between private citi zens: utilised by 

individuals or organisations to take action against each other. This action normally 

results in a restitution and possible payment to another in the form of compensation. 

Trespass, Libel , Slander  and Divorce  are all  cases of civil law.  

 

Main features of Criminal Law:  

This is a branch of law which deals with offences against society generally. 

Investigation of breaches of the criminal law is generally the responsibility of the 

police. The responsibility for prosecutions varies between jurisdictions i.e. in England 

and W ales it belongs to the Crown Prosecution Service.  

Assault , Theft and Criminal Damage  are all  cases of criminal  law.  

  

 

PSOõs cannot arrest someone for a civil offence 
 

 

 

 

 



 

ILM Associates Ltd ©                     pg. 8                    Version 2 - 10/0 5/202 1 

 

Key Legislation Relating to Equality & Diversity in the Workplace  

It is unfortunate that although Great Britain has been multi -cultural for thousands of 

years it has been  necessary to bring in legislation to try to ensure that all people are 

treated fairly according to their individual  needs.  You therefore need to be aware 

that if you behave in a discriminatory way then the full force of the law is  likely to be 

brought to bear on you.  
 

Under anti discriminatory legislation there also exists a concept of ôvicarious liability õ. 

This means that responsibility for acts committed  by people in the course of their 

work could be  passed up to the  employer. So, in effect, not only is the person who 

acted discriminately held accountable, but also the  organisation for which they 

work.  

 

Discrimination  can be defined as:  

ôBehaviour based on prejudice that favours one person or group over anotherõ 
 

Prejudice  can be defined as : 

ôA preconceived opinion, for or against based on little or no fact or a faulty or 

inflexible generalisation.õ 
 

In other words, prejudice is about thoughts, ideas and opinions that people have  

based on limited information, knowledge and understanding which can lead to 

false judgements.  

 

Stereotyping  can be defined as : 

ôPutting people into specific groups and judging them by that, even though it 

may be a wrong assumptionõ 
 

 

 

 

 

 

 

 

Types of Discrimination  

¶ Direct Discrimination  

Where a person is treated less favourably than another person, because of a 

protected characteristic they have or are thought to have, or because they 

associate with someone who has a protected characteristicõ. 
 

¶ Indirect Discrimination  

Indirect discrimination occurs when a policy or practice which applies to 

everyone particularly disadvantages people who share a protected 

characteristic.  

 

 

 

 

 

 

 

 

Notes:  
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Human Rights Act 1998   

One of the main aims of the Human Rights Act is to promote a greater unity and 

fairness in our society.   

 

 

 
 

Part 1 of the Act sets  out several articles which detail the rights of the individual in 

certain circumstances. The articles ar e: 
 

Article 2  

Everyone has the right to life . This gives everyone in the UK the right to have their life 

protected by law. This includes  suspected terrorists and violent criminals who put the 

lives of others at risk.  
 

Article 5  

Everyone has the right to liberty (freedom)  & security. You may only arrest someone 

as a last resort and  you must be certain an indictable offence has been committed 

otherwise it will be in breach of this article and  could have severe consequences for 

your self and others.  
 

Article 6  

Everyone is entitled to a fair and public hearing within a reasonable time by an 

independent and impartial  tribunal established by law. Everyone charged with a 

criminal offence shall be presumed innocent until  proved guilty according to law.  
 

Article 8  

Under this article, everyone has the right to respect for their private and family life. 

You should treat people  with respect and should keep in mind that the private and 

family lives of others may be drastically different  from  your own.  
 

Article 9  

Everyone has the right to freedom of thought, conscience & religion; this includes 

the right to worship, teach,  practice & observe. Under this article you have the right 

to think how you choose but what you do not have the  right to do  is to impose your 

thoughts on other people; you should respect their views & they too should respect  

yours. 
 

Article 10  

Everyone has the right to freedom of expression. This right includes freedom to hold 

opinions and to receive  & impart information and i deas without interference by 

public authority.  
 

Article 11  

Everyone has the right to freedom of peaceful assembly and to freedom of 

association with others, including  the right to form and to join trade unions for the 

protection of their interests  
 

Article  14 

This article gives the right for an individual not to be discriminated against. It is 

concerned with the way in  which the other rights are protected.  This means an issue 

of discrimination under Article 14 of the Human Rights Act can only be raised when  

an  alleged breach of another Article is alleged.  

For example: a person alleges an unlawful arrest (breach of Article 5 - Right to 

Liberty)  but it occurred as a  result, or because, of their ethnic origin (breach of 

Article 14 - Discrimination) .  

Human Rights Act 1998  
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Equalit y Act 2010  

The Equality Act 2010 is the law that protects you from discrimination and gives you 

the right to challenge it.  

 

 

 

 

 

'Protected Characteristics'  is the name for the nine personal characteristics that are 

protected from discrimination under the Equality Act.  

 

They are:  

 
 

 

 

 

 

 

 

 

 

 

 

Protected 
Charateristics

Age

Disability

Gender 
reasignment

Marriage & 
Civil 

partnership

Pregnancy & 
Maternity

Race

Religion or 
Belief

Sex

Sexual 
orientation

Equality Act 2010  

 

Notes:  
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Data Protection Regulation  

Data protection is the fair and proper use of information about people. Itõs part of 

the fundamental right to privacy ð but on a more practical level, itõs really about 

building trust between people and organisations.  
 

The UK data protection regime is set out in the DPA 2018 and the GDPR (which also 

forms part of UK law) . 

 

 

 

 

 

 

 
 

The law applies to any ôprocessing of personal dataõ, and will catch most businesses 

and organisations, whatever their size.  

 

 

 

 

 

 

 

 

The Data Protection Act 2018 is the UKõs implementation of the  

General Data Protection Regulation 
 

 

Data Protection Principles  

Everyone responsible for using personal data has to follow strict rules called ôData 

Protection Principlesõ. They must make sure  the information is:  
 

1. Lawfulness, fairness and transparency  
 

2. Purpose limitation   
(used for specified, explicit purposes)  
 

3. Data minimisation   

(used in a way that is adequate, relevant and limited to only what is 

necessary)  
 

4. Accuracy   

(where necessary, kept up to date)  
 

5. Storage limitation   
(kept for no longer than is necessary)  

 

6. Integrity and confidentiality   

(handled in a way that ensures appropriate security, including protection 

against unlawful or unauthorised processing, access, loss, destruction or 

damage ) 
 

7. Accountability  
 

These principles should lie at the heart of your approach to processing personal 

data.  

 

Data Protection Act 2018 

 

General Data Protection Regulation 
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THE IMPORTANCE OF SAFE WORKING PRACTICES TO COMPLY WITH LEGAL 

REQUIREMENTS 

 

The Importance of Health & Safety in the Work Environment  

Poor health and safety can cause accidents, illness and can have severe financial 

consequences. Having correct health and safety procedures in place should help to 

prevent people from being harmed or ill at work. Health and safety laws apply to all 

businesses, employees and the self -employed and, in order for health and safety 

procedures to be effective, we all need to be responsible, vigilant and willing to play 

our part.  

 

The Health and Safety at Work Act 1974  

 

 

 

 

The purpose of the Health and Safety at Work Act 1974 is to provide the legislative 

framework to promote, stimulate and encourage high standards of occupational 

health and safety within the workplace.  

 

 

What is ôDuty of Careõ? 

Duty of Care  can be defined as : 
 

ôA moral or legal obligation to ensure the health, safety and welfare of othersõ 
 

Employers have a moral and legal duty of care to protect the health, safety and 

welfare of their employees and others, including customers and members of the 

public who might  be affected by their business. Employers must do whatever is 

reasonably practicable to achieve this.  

 

 

Responsibilities under Health and Safety at Work legislation  

Employers will safeguard, as far as is reasonably practicable, the health, safety and 

welfare of the people who  work for them , visitors, and customers to their premises.  

 

Responsibilities of employers:  

V To assess and reduce risk  

V To provide first aid facilities  

V To tell staff about hazards  

V To provide training if required  

V To record injuries and accidents;  

V To provide and maintain necessary equipment and clothing 

and warning signs  
 

Responsibilities of employees and the self -employed:  

V To take responsibility for own health and safety  

V To co -operate with employer; to take reasonable care and not put 

themselves or public at risk;  

V To report injuries and accidents to employer;  

V to follow processes and procedures put in place by their employer  
 

Health & Safety at Work Act 1974  
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Health & Safety Executive (HSE)  

The HSE is the government body responsible for regulating and 

enforcing health & safety , the HSEõs duties include : 

V Assist anyone with health & safety guidance  

V Produce research and training for health and safety  

V Propose new regulations  

V Enforce the HASAWA 1974  
 

 

Workplace Hazards  & Risks 

Key Definitions  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Typical Hazards  

It would be impossible to list every type of hazard in any establishment.  However,  

some typical hazards are:  

 

¶ Conditions that cause slips and trips  

¶ Exposure to harmful substances  

¶ Sharp objects   

¶ Assaults and violent acts  

¶ Manual handling  

¶ Faulty equipment  

¶ Fires and explosions  

¶ Overexertion  

¶ Overcrowding  

¶ Lone working  

¶ Locked fire exit doors  

¶ Poorly stacked materials  

¶ Improper storage of dangerous liquids  

¶ Blocked access/egress passages or doors  

¶ Inadequate lighting  
 

NEAR MISS is an unplanned event that could have resulted in an injury but 

didnõt. 

HAZARD is something with the potential to cause harm/damage.  

RISK is the likelihood of harm occurring and the severity if it did.  

ACCIDENT is an ôunplanned eventõ resulting in an injury. 
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Minimise Risk to Personal Safety & Security  

In order to minimise risk to personal safety and security it is important to recognise 

risks before any harm is  caused. For example, ensuring that spillages are cleaned up 

quickly will avoid an incident in the future.  

 

Carrying  out a risk assessment is an important step in protecting employees and 

helps to ensure compliance with the law.  A risk assessment is a care ful examination 

of what could cause harm to people in a specific workplace. The  person(s) carrying 

out the assessment will be able to determine whether enough precautions have 

been taken to  prevent harm.  

 

¶ Awareness of potential hazards  

¶ Understanding the risk assessment process  

¶ Following health & safety and organisational policies /procedures   

¶ Use of appropriate Personal Protective Equipment  (PPE), personal 

alarms and mobile phones, radios  

¶ Procedures for lone working  
 

 

Under law, an employer is required to protect people ôso far as is reasonably 

practicableõ. 
 

 

Personal Protective Equipment (PPE) & Security Equipment  

Examples of PPE and security equipment a security operative  may require/use  

include:  

¶ Waterproof clothing  

¶ High-visibility clothing  

¶ Hard hat/Helmet  

¶ Gloves (needle/slash resistant)   

¶ Rubber gloves and face shields (body fluids)  

¶ Stab -resistant vests  

¶ Ear defenders  

¶ Eye protection  

¶ Safety boots  
  

Equipment:  

¶ Metal detectors and/or mirrors for searching  

¶ Body -worn CCTV  

¶ Radios 

¶ Mobile phones  

¶ Personal alarms  

¶ Torches 
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Safety Signs & Signals  

Employers must provide safety signs if there is a significant risk that can't be avoided 

or controlled in any other way.  

 

There are six types of safety signs that private security operatives may see at work.  

 

Prohibition  

The colour and shape of this sign is a white circular sign with a 

red border. The sign has a red crossbar running through it from 

the top left to the bott om right.  

 

The sign is used to indicate that you MUST NOT do something.  

 

 

 

 

Mandatory  

The colour and shape of this sign is a solid blue circle with a 

white symbol.  

 

The sign is used to indicate that you MUST do something.  

 

 

 

 

 

Warning  

The colour and shape of this sign is a yellow triangle with a 

black border.  

 

The sign is used to indicate a warning of danger (hazard).  

 

 

 

 

Safe Condition  

The colour and shape of this sign is a green background with a 

white symbol. The sign may be square or oblong in shape.  

 

These signs generally indicate conditions associated with safety, 

such as fire exits, evacuation routes and first a id equipment.  

 

 

 

 

Fire Equipment  

The colour and shape of this sign is a red square or 

rectangle with white symbols.  

 

These signs give information about fire equipment.  
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Hazardous Substances   

Hazardous substances signs warn you about dangerous chemicals.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Every employer should ensure that each of their employees receives suitable and 

sufficient instruction and training in the meaning of safety signs and the measures to 

be taken in connection with safety signs.  

 

 

Methods for Safe Manual Handling  

Manual ha ndling operations is òany transporting or supporting of a load, including 

lifting, putting down, pushing,  pulling, carrying or moving of a loadó and includes 

that of a person.  

 

Before lifting consider:  

V Does the object have to be moved?  

V Size of handholds  

V The weight of the object  

V Surface texture  

V The stability of the object  

V Personal Protective Equipment (PPE) or clothing  

V Centre of gravity  

V Whether most people could perform this task  

V Ease of grip  

V Is the object secure?  
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Reporting Procedures for Health & Safety Accidents /I ncidents  

Following any accident or medical 

incident it is important to record all 

of the details relating to the 

situation.   

 

The information contained in the 

accident or incident book can 

help employers to identify 

accident trends, so they can then 

improve practices and procedures 

on the site to prevent similar 

incidents.  

 

These records may also be 

required for insurance and/or 

investigative purposes.  

 

 

 

 

 

 

 

 

 

Reporting of Injuries, Diseases & Dangerous Occurrences Regulations 2013 (RIDDOR)  

 

 

 

 

 

 

If you are an employer, self -employed or in control of premises, you have a duty to 

report any work -related deaths, injuries, cases of disease, or near misses under 

RIDDOR.  

 

If you are an employee that has been injured at work, seen a dangerous 

occurrence , or your doctor has certified that you have a work -related reportable 

disease, you must inform your employer or the person in control of the premises as it 

is their responsibility to report that incident  

 

The HSE must be notified in the following instanc es: 

¶ A serious accident ð death, amputation, broken limb (anything that may 

have life changing effect).  

¶ A serious incident ð collapse of scaffold, excavation, overturned crane etc.  

¶ An outbreak of disease ð e.g. Weils disease.  

¶ An injury or incident causing an employee to be off of work for over 7 days  

(not counting the day of the accident).  

¶ Customers or general public taken from the scene of an accident to hospital.  

 

 

 

 

Reporting of Injuries, Diseases and Dangerous Occurrences 

Regulations, 2013 
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FIRE PROCEDURES IN THE WORKPLACE 

 

Basic Fire Safety Measures  

Fire prevention is a critical element in providing a safe working environment. By law, 

there should be certain measures in place in every workplace such as designated 

fire exits, fire alarms, fire detection systems and fire extinguishers. Regular fire dril ls 

should also be carried out to ensure that all correct procedures are followed and 

that all staff members are suitably prepared and trained to deal with a potential 

incident in a safe and correct way.  

 

The following should be in place in every working 

environment:  

V A fire -detection and warning system  

V A fire -risk assessment 

V A fire -detection and warning system  

V A way of fighting a small fire  

V Safe exit routes from the premises  

V Fire wardens/marshals/officers  

 

 

The Elements of Fire 

Fire requires three elements to exist; remove one or more of the three elements and 

it will cease to exist. By ensuring the three elements do not come together in an 

uncontrolled way, unwanted fire cannot start.  

 

The three elements of fire are:  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source of Heat  

Such as the sun, electrical faults, sparks or discarded cigarettes.  

 

Oxygen  

Fire needs oxygen to burn, as it supports the combustion process.   

 

Fuel 

Anything that will burn:  

¶ Textiles (wood, paper, cloth)  

¶ Liquids (petrol, flammable liquids)  

¶ Gases (propane, butane)  

¶ Metals (aluminium, magnesium)  

¶ Fats (cooking oil s, fats ) 

 

Source of Heat 

Oxygen Fuel 
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Classifications of Fire 

Fire falls into five classes. The material that is burning within it identifies each class.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Electrical fires (no classification as electricity is a source of ignition as opposed to a 

fuel).  
 

 

Basic Fire Fighting Equipment  

The Law requires that commercial premises should provide adequate & appropriate 

firefighting  equipment. Private security operatives must be familiar with:  

V The location of all fire points  

V The types of portable fire extinguishers, their correct use & method of 

operation  
 

 

Fire Extinguishers  

They all serve the same purpose: to eliminate one or more of the elements that 

permit fire to exist. It is therefore  essential to understand which extinguisher is used on 

which class of fire.   
 

There are typically six types of extinguishers to be found:   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


